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CONFLICT RESOLUTION IN COMPUTER SYSTEM

Annotation

In the network during data transmission there are uncertain situations that prevent the receipt of data packets to
the destination nodes. Therefore, the problem of resolving deadlocks is one of the most important in the design of
data transmission (especially with buffering) in computer networks. There are two traditional approaches to
solving deadlocks: networks and schemes are designed that eliminate deadlocks; development of a distributed
algorithm that detects a deadlock situation and then derives the network from this situation using some permitted
distributed algorithm. The proposed approach is based on providing indivisible resources to processes in such a
way as to minimize losses due to conflicts. The multicriteria problem of providing indivisible resources to processes
is investigated, and the principle of optimality is expressed by the known binary relation on the set of average
vectors of penalties for conflicts on each of resources. It is shown that the joint use of the apparatus of choice
theory and the classical apparatus allows to expand the known problem statements by using more general principles
of optimality, examples of solving multicriteria problems of optimal conflict resolution management in computer
systems are given. Quantitative estimates of the gain at the chosen optimal strategy of conflict resolution in
multiprocessor computer systems are obtained.
Keywords: computer system; multicriteria problems; conflicts in computer systems; optimal strategy; deadlocks;
prevention of deadlocks

SIuxkoBcbka Pumma

KOH®JIIKTHA B KOMIT'FOTEPHUX CUCTEMAX TA IX BUPIIIIEHHS

Anomauin

B mepeotci npu nepeoaui Oamux uHuxKaroms HeSUHAYEHi cumyayii, wo nepeuKooHcarms HA0X0OHICEHHIO
nakemie Oanux y @y3iu npusnadents. Tomy npobnema upiuteHHss MyRUKOGUX CUMYayitl € OOHIEI0 3 HAUBANCTUBIUUX
npu npoexmysanni nepedaui oawmux (ocobaueo 3 Oygepusayicio) y komn'tomepnux mepescax. Icnyroms 06a
MPaouyitini nioxoo0u No GUPIUEHHIO MYRUKOSUX CUMYAyill: NPOEKmyIOmMbCs Mepexci | cXxemu, SKI GUKTIOUAIOMb
BUHUKHEHHS MYRUKOBUX CUMYaYill; po3poOKa pO3NOOLIEHO20 aANcOPUMMY, AKULL GUAGIAEC MYNUKOSY CUMYAYilo i
nomim 6u800uUmMb Mmepedicy 3 yiel cumyayii 3a 00NOMO2010 0eaK020 003601€H020 PO3NOOINEHO20 AN2OPUTNMY.
3anpononosanuii nioxio 6azyemscs Ha momy, Wob HA0A8AMU HenoOLIbHI Pecypcu Npoyecam Mmakum YUHOM, Woob
MIHIMIZy8amu empamu yepe3 Kouaikmu. JJocaioxicyomecs b6azamoxkpumepianibHa 3a0a4d HAOAHHA HeNnoOLIbHUX
pecypcie npoyecam, NpuYOMy NPUHYUN ONMUMAILHOCMI BUPANCAEMbCA BI0OMUM OIHAPHUM BIOHOUIEHHAM HA
MHOJICUHI cepelHix @ekmopie wmpagie 3a Kouprikmu no kodxcHomy 3 pecypcis. Ilokaszanwo, wo cninbHe
BUKOPUCMAHHA anapamy meopii 6ubopy i KiacuuHo2o anapamy 00360JIA€ POUUPUMYU 8I00Mi NOCIMAHOBKU 3A80aHb
34 pAaxyHOK BUKOPUCMAHHA OilbUl 3A2ANbHUX NPUHYUNIE ONMUMATLHOCMI, HABO0OAMbCA NPUKAIAOU DO36'A3aHHA
bazamokpumepianbHux 3a0ay ONMUMALLHOZO YAPABLIHHA BUPIUEHHS KOHQLIKMI8 8 KOMN'tomepHux cucmemax.
Ompumano KilbKicHi OYIHKU 6uepauly npu o0Opauitl. onmumManbHil cmpameeii po3e's3anHs KOH@LIKMIE 6
bazamonpoyecopHux KOMn'tomepHux cucmemax.
Kniouosi cnosa: xomn'romepna cucmema; Kougaikmu 6 Komn'tomeprHux cucmemax, dazamoxkpumepianvbhi 3a0ayi;
ONMUMATLHA CMPAME2isl;, MYNUKU, 3ano0ieaHHs MynuKoGUX CUumyayiil

1. Problem statement

The search for practically applicable algorithms for solving deadlocks is of great practical importance for
information security of the computational process and in this regard, the article is devoted to solving an important
and urgent problem.

The severity of the situation depends on the types of processes that are in a stalemate, the types of resources
used, the number of processes and many other factors. Conflicts are associated with process delays and reduce the
productivity of the CS. However, despite the relative simplicity of this phenomenon, deadlocks are still poorly
understood, and known methods of "fighting" deadlocks are not always effective, and therefore require some
research [1].

One of the methods of "struggle" is to prevent deadlocks. Predicting the emergence of deadlocks in the future.
Known methods [1,2,4,5], based on the definition and prevention of states in which deadlocks may occur. This uses
preliminary information about what resources the process may require at runtime. Before allocating the free
resource of the process, the condition is checked for "security". A state is "safe" if the allocation of process
resources cannot lead to deadlocks in the future. Otherwise, the condition is considered "dangerous", and the
allocation of resources is delayed. One of the variants of this method is proposed in [1]. The obvious disadvantage
of avoiding deadlocks is the need to have a priori information about future resource needs, which is not always
possible. One way to "fight" deadlocks in the absence of a priori information about the needs of the process in
resources - to identify deadlocks. Detection of deadlocks (does not yet lead to their solution) is a periodic use of an
algorithm that checks the current allocation of resources to determine whether there is a deadlock, and if so, what
processes are involved in it [3,5,6]. The aim of the work is to develop methods and algorithms to minimize losses
due to deadlocks in the CS through the use of optimal conflict resolution strategy. The proposed approach is
particularly effective for eliminating deadlocks in the control of the CS, having a fixed set of programs.
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2. Presenting main material

When solving problems on the CS, several processes may require the same resource (processor, channel, table),
which is provided to only one of them. Or, for example, in the course of functioning of modern multiprocessor CS
there can be queues of requests for allocation of free memory. They are formed due to conflicts when accessing
general data (list of free memory, etc.), as well as when implementing mechanisms for redistribution and
reorganization of memory. Such situations are called conflicts, and resources are called indivisible.

Suppose we have k types of resources. In the general case, each type is characterized by the amount of
resources k; Under the CS we understand the set of processes P={p,, p,, ..., pn}, Which can simultaneously operate
in the CS and the set of resources R={r;, r,...,r,,}, which can request and use processes. We distinguish the main
types of indivisible resources of the CS: information (R;), software (R;), hardware (R;). An example of a resource of
type R; is the memory allocation table in the operating system, the allocation table of external devices; example of
resource R, — non-retentable programs: simplex method, logarithm calculation; hardware type R; — disk, 1/ O
channel, printing device. Conflicts can arise repeatedly. Within each process, you can identify critical areas where
it needs an indivisible resource. At any one time, no more than one process may use an indivisible resource; while
other processes that claim this resource are temporarily blocked and must wait until it is released [7,8,9].

Thus, the challenge is to provide indivisible resources to processes so as to minimize losses due to conflicts. The
procedure for providing indivisible resources to processes is called the strategy S of conflict resolution [1,2].

One of the possible methods of mathematical description of the problem of conflict resolution in a

multiprocessor CS can be the use of Markov random processes. Let the i-th process in the CS i = T.n 1, have m+1

states A} (j =T, m), (wherej =0, m — is the number of the indivisible resource). In the absence of other
processes, the behavior of the i-th process i = 1,1 is described by a Markov chain with the probability of transitions

i:lg =0,m. t =0, m). State 4; does not correspond to any of the critical parts of the i-th process; state
.-‘IJ!: {(j = 0. mJ) corresponds to the j-th critical section. Many processes that are in a state corresponding to the critical
area of the same indivisible resource, called a group of conflicting processes.

Let M, — be the set of states of the i-th process. The state of the whole set of processes at any time is the point
of the set M=M,,...,M,. Consider the subset KoM
K ={seM|3;= 0ls; = 4L s = Al} (1)
where j € {1,...,m}. The subset K specifies the state with M, in which at least two processes claim the j -th
resource. We enter the value
1. se K
e K)={g Jo @
and consider the vector X ={X(s. K, ). .... X{s. K )0L.X ={X(s. K,). ....X(s. Ky )). which determines the
fines in the state s € M or conflicts on each of the indivisible resources. The penalty is equal to the waiting time of
each of the resources.

We set the binary ratio R on the set of average vectors of penalties for conflicts on each of the resources during
the operation of the CS (or vectors of average fines per unit time, if the operation of the CS is infinite). The task of
conflict resolution is to find the R-optimal strategy.

Let us establish a correspondence between the considered problem and the problem of finding R-optimal Markov
chain control strategies. Let's build a Markov chain. Take M for many states of the circuit.

The states s € M are vectors: s = {s;....,5,} where 5; € {L..., m} — is the state of the i-th process at the
moment ¢, s~/ means that the i-th process at time ¢ requires the j -th resource. Let n=2, s;(1)=j i s,(t)=j. Then thej
-th resource can be provided to only one of the processes. The process to which the j -tk resource at time t was not
provided, the same resource is needed at (¢ + /) -th moment.

Therefore, the transition from state {i. j} to state {j. j), where j = j,j = j is impossible.

Thus, the transition probabilities depend on which process is given the j -th resource. If you give the resource to
the I-st process, then the state, {i, j} will go to the state {j, j)with probability p} or to the state {j.j}, with

probability 1 — X ;pi =pf:. If we give the resource to the 2nd process, then {j.j} will pass into B {j. ;) with
probability pj-:i«. Similarly, the transition probabilities in the general case of n processes (n>2) are determined.

In this case, it is more convenient to talk about minimizing fines than about maximizing income. The
equivalence of the tasks is obvious. The vector of the penalty does not depend on the decision, but depends only on
the states: z* = #; the components of the m - dimensional vector r, are determined by formula (2). The challenge is
to find the R-optimal strategy for such a chain. Thus, the required match is established. This allows you to reduce

the original problem to a single-criterion [3,9-11].

3. Conclusion

An effective strategy for information process management in multiprocessor CS has been developed and
proposed, which detects and prohibits deadlocks in computer systems. A distinctive feature of the proposed
effective methods and algorithms for eliminating dead ends is the possibility of using them in the development and
operation of multiprocessor CS operating in real time. This example confirms the efficiency, effectiveness and
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viability of the proposed method and algorithm for solving deadlocks in multiprocessor CS. The proposed method
and algorithm reduces the average number of conflicts in the CS by 30-40%.
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